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Risk Description Potential Consequence L C Inherent 
Risk Current/Existing Controls L C Residual 

Risk Proposed Improvement Action Risk Owner & 
Cabinet Member

EVENT DRIVEN RISKS

Hostile Vehicle Mitigation in 
Cardiff

Vehicle Borne Improvised Explosive 
Device (VBIED) detonating in an 
area identified as a high risk 
crowded place, as a result of the 
inappropriate boundary treatments 
and access control processes 
protecting and managing it.

Service Delivery / Reputation / Legal / Financial / 
Health & Safety / Financial / Partnership / Community & 
Environment / Stakeholders

Potential for:-
▪ Large no’s of fatalities, injuries to public in crowded 
place.
▪ Extensive structural damage and/or collapse of 
surrounding buildings.
▪ Major fire.
▪ Damage/disruption to utilities (gas, electricity, water 
etc.)
▪ Immediate impact to businesses in the Cardiff area.
▪ Media coverage affecting public perception, leading 
to a loss of public confidence directly resulting in 
reduced business, retail and tourism revenues 
generated in the city.
▪ Area to be viewed as a risk for potential future 
business investment.
▪ Inability to attract major future national and 
international events (political, sporting etc.)  
▪ Increase in demand for council services/support for 
all affected.
▪ Current economic climate to reduce the 
effectiveness of any recovery/regeneration of the area

B 1 High 
Priority

▪ All existing identified high risk; crowded places have been formally 
assessed.
▪ Most crowded places have an extremely limited an in some cases ‘third 
party managed’ access control process to operate them; providing little/no 
challenge.
▪ Most crowded places have varying standards of boundary treatments 
protecting them; providing a limited/cursory visual deterrent but little/no 
protection from a hostile vehicle.
▪ CONTEST Protect/Prepare Task & Finish Group has developed a City 
Gateways Public Realm Enhancement Scheme, with agreed options for 
suitable PAS 68/69 mitigation for appropriate boundary locations; referred to 
as ‘gateways’.
▪ 20 (40%) of the identified ‘gateways’ into the crowded places already 
benefit from PAS 68/69 mitigation in place, implemented as a direct result of 
Home Office (Crowded Places) and Olympic Legacy funding.  
▪ Wales Extremism and Counter Terrorism Unit (WECTU) Counter Terrorist 
Security Advisor’s (CTSA’s), the Emergency Services & Cardiff Council 
provide Project Argus and EVAC/Griffin training across the city to raise 
awareness for likely impacts associated with major incidents and in 
particular, terrorist attacks. The sessions also cover the support likely to be 
immediately available from the emergency services and Cardiff Council, the 
practical and simple preparations people/organisations can make prior to 
incident occurring to help themselves manage and recover from its impacts.

B 1 High 
Priority

▪ WECTU CTSAs, the Emergency Services & Cardiff Council 
continue to promote and provide Project Argus and 
EVAC/Griffin training across the city. Revised products will be 
launched nationally on 24th November and rolled out in South 
Wales shortly afterwards.
▪ The CONTEST Protect/Prepare Group will continue to 
maintain the City Gateways Public Realm Enhancement 
Scheme to ensure that the proposed PAS 68/69 mitigation for 
the remaining gateways remains appropriate. This work also 
includes the estimated costs for the procurement and 
installation of the PAS 68/69 mitigation and ancillary services.
The CONTEST Protect/Prepare Group will continue to monitor 
and review the scheme to ensure it is fit for purpose until it is 
fully installed.
▪ Additional funding must be secured to procure and install the 
PAS 68/69 mitigation at the remaining 30 gateways.  
▪ The Cardiff City Centre Access Control Protocol which was 
developed by the CONTEST Protect/Prepare Group has now 
been introduced. It reflects the commitment from the South 
Wales Police and Cardiff Council to jointly managing the safe 
operation of the Access Control System permitting vehicles 
onto the pedestrianised areas within Cardiff City Centre, using 
strict parameters that link to the current threat levels. 
▪ Two training events were held on 17th April and 1st May 2014 
for UTC staff. Following the raising of the National Threat 
Level at the beginning of September; the protocol is now 
operating at the ‘Heightened Level’ as described, providing 
enhanced surveillance across the city centre.
Strategic, Planning, Highways, Traffic & Transportation 
(SPHTT) have also recently upgraded the access and egress 
detection equipment to improve reliability of the operation at 
key locations.
▪ The CONTEST Protect/Prepare Group will continue to 
support SPHTT in the delivery of UTC staff training associated 
with the implementation of the protocol.

Andrew Gregory

Councillor 
Ramesh Patel – 

Transport, Planning 
& Sustainability

Preparation of Local 
Development Plan

Preparing a plan that is considered 
‘sound’ by the Inspector, within the 
proposed timetable.

Service delivery / Reputation / Legal / Financial / 
Partnership / Community & Environment & Stakeholder

Preparing a plan which the independent Inspector 
considers ‘unsound’ and therefore cannot be adopted.
▪ Reputational issues for the Council.
▪ No adopted plan in place would mean the Council 
would not be in a position to effectively manage and 
control development- its ability would be significantly 
reduced.
▪ Failure to achieve corporate priorities which the LDP 
would help deliver relating to economic, social and 
environmental objectives.
▪ Possible breakdown of key strategic partnerships and 
with stakeholder groups.

Delays in preparation.
▪ Possibility of planning applications being submitted in 
advance of plan adoption.
▪ Possible negative publicity on delay.
▪ Stakeholder concern at delay to timetable.
▪ Potentially significant objections raised by objectors 
and / or legal challenge submitted against Council 
impacting on timetable and plan content.
▪ Infraction proceedings against the Council resulting in 
significant financial penalties.

Insufficient resources.
▪ Staff resource and monies required to undertake 
technical studies and other specialist advice 
considered necessary.

B 1 High 
Priority

▪ Use of project management techniques to effectively manage process and 
regular update meetings between Senior Officers and Members. 

▪ Monitor emerging legislation/guidance/evidence and respond early to 
changes.

▪ Monitor budget spend and consider additional resources when required.  A 
medium term financial bid has been agreed for 2013/14.

▪ Undertake Scrutiny process together with wider Member Briefing to raise 
awareness.

▪ Build in effective consultation and engagement into process to ensure 
stakeholders are informed at all stages.

▪ Close liaison with the Welsh Government Planning Division and Planning 
Inspectorate to:

▪ Ensure early warning of any problems (e.g. Consultation on LDP)
▪ Ensure LDP is sound, founded on a robust evidence base with 
sustainability appraisal and well audited community and stakeholder 
engagement. Undertake tests of soundness ‘self assessment’ at all stages 
of LDP preparation as recommended in national guidance

▪ Ensure procedures, Act, Regulations etc, are complied with and no undue 
risks taken

▪ LDP Corporate Officers Working Group 
▪ A revised timetable for preparation of the LDP has been agreed by 
Executive and Council in November 2011.  The revised timetable for the 
Delivery Agreement was agreed by WG in December 2011

▪ Initiated schedule of meetings with Authorities within South East Wales 
and other stakeholders to discuss cross border and consistency issues to 
meet the tests of soundness

▪ Meetings held with Authorities within South East Wales and other 
stakeholders to discuss cross border and consistency issues to meet the 
tests of soundness.  Report of Findings agreed and forms a background 
paper to the Preferred Strategy.

▪ A Flood Study Report to investigate fluvial food risk from reens in the 
Wentloog Levels has been completed and evidence presented in the report 
has informed the assessed candidate sites and inclusion of an additional 
strategic site.  

▪ The LDP Preferred Strategy was approved by Cabinet on 18th October 
2012 and Council on 25th October 2012.

▪ A consultation on the Preferred Strategy was completed on 14th December 
and over 1000 responses have been received.  

▪ Final report has been completed on population and household projections 
as part of the evidence base to support the Deposit Plan.  Report 
recommends reducing the overall level of housing growth in the Plan by 

C 1 Medium 
Priority

(Red/
Amber)

▪ To ensure effective partnership with service areas across the 
Council  and seek to agree statements of common ground with 
stakeholders on key issues to support the LDP at examination.  

▪ Additional funding over the financial year 2015/16 will be 
needed to meet statutory requirements and support the  
examination of the LDP and commitments made in the LDP 
Delivery Agreement, which sets out a timetable agreed with 
Welsh Government for preparation of the LDP.  Main 
expenditure headings over this year include examination / 
planning Inspectorate costs, legal / other independent advice 
costs and publicity / printing costs.  
▪ Key dates are examination hearing sessions in 
January/February 2015, Inspectors Report in August 2015 and 
adoption in October 2015.
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approximately 4,000 dwellings.
▪ Final draft Gypsy and Traveller study investigating potential new sites has 
been completed and circulated for Member agreement.

▪ Report on Masterplanning general principles was approved by Cabinet on 
16th May.  These principles inform the preparation of the schematic 
Masterplans.

▪ Workshops held with officers to help inform the development of the 
strategic sites specific frameworks.

▪ A Masterplanning Framework Document has been prepared as a 
background paper to the Deposit Plan.

▪ The Deposit Plan was approved by Cabinet on 12th September 2013 and 
Council on 26th September 2013 for consultation purposes.

▪ Consultation on the Deposit Plan was completed on 26th November 2013 
and over 400 responses have been received. 
▪ Consultation on the Alternative Sites was undertaken between 11th 
February and 4th April 2014. 
▪ Following approval by Council on 26th June, 2014 the Deposit Plan and 
supporting information was submitted to the Welsh Government and 
Planning Inspectorate for examination on 14th August 2014.


